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Forwarding and Brokerage 
Basic Supply Chain Security Principles

■ Identify, assess, prioritize and assign roles to manage risk by utilizing a 
multi-layered approach of policy & procedures, clear function ownership 
and physical security solutions by subject matter experts regarding the 
supply chain events of your clients

■ Ensure the policies and solutions are not only present but fit for purpose 
and effective. Qualified individuals to operate and inspect and execute 
supply chain related tasks as a freight forwarder and broker

■ Include foreign agent office activities as business partner affirmations. 
Think big picture… Supply chain is global; program needs to be “end to 
end” worthy…. CBP thinks so as well! 

■ PLAN-DO-CHECK-ACT… is embedded in the “Trust but Verify concept!”
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Forwarding and Brokerage 
Basic Supply Chain Security Principles

■ “Know Before it Goes”… Especially if a regulated material arriving domestically 

■ Identify the Known Trusted Partners who will handle any part of the shipment; 
manufacturer-brokers-initial freight forwarder-consolidator-trucking/port/air and 
final domestic carrier from port of entry

■ CBP is requiring near “real time” knowledge of where shipments of regulated 
materials coming into the USA are

■ Import and Export clients are relying heavily on the supply chain practices of 
freight forwarders and brokers as a representation of secure supply chain 
demonstration

■ Conduct comprehensive risks assessment on the platform of 5 step risk 
assessment structure. Determine if your supply chain business partners have 
been vetted by either their country equivalent Customs/Trade agencies or 
already have been vetted by CBP 
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CTPAT-Customs Trade Partnership Against 
Terrorism
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■ CTPAT is the backbone of the public and private sectors efforts to 
ensure the supply chain network is not vulnerable to be weaponized 
for terrorist activity

■ CBP introduced the CTPAT program as a collaboration with US trade 
industry to enhance the global supply chain security awareness and 
demonstration after the events of 9/11

■ CBP offered benefits to members of the trade community to join this 
partnership effort

■ Upon acceptance as certification Tier 1 status would be issued for 
demonstration of meeting basic minimum-security criteria
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Importers Benefits Promotion
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■ (1) the expedited release of participant’s cargo in destination ports within the United States during 
all threat levels designated by the Secretary

■ (2) reduction in examinations of cargo 

■ (3) increased priority for examinations of cargo

■ (4) reduction in the risk score and penalties assigned pursuant to the Automated Targeting System; 
and

■ (5) automatic mitigation to fines and penalties assessed against importers

■ (6) more efficient supply chain management process

■ (7) ability to represent secure supply chain management profile to US retailers, customers and  
business partners
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Clients Misperception of Freight Forwarders 
and Customs Broker CTPAT Management

■ My forwarder/broker is a CTPAT certified entity…so I have nothing to worry about

■ My forwarder/broker is a CTPAT expert and can demonstrate CTPAT controls on my 
behalf?

■ Security threat awareness training is being accomplished annually within the 
organizational structure of my forwarder/broker annually

■ My forwarder/broker is fully aware of the new CTPAT 2020 minimum security 
requirements and are ready to represent compliant practices on January 1, 2020

■ My forwarder/broker has already incorporated compliance and security into the core 
of their operations and are ready to demonstrate secure and compliant practices 
January 1, 2020
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Questions for Ourselves?

■ Are we ready for the new CTPAT MSC implementation execution on behalf our process?
■ Are we properly representing our clients best interest regarding CTPAT supply chain 

management
■ Have we properly vetted our foreign agent offices regarding CTPAT?
■ Do we rely on a completed survey from our foreign agent offices as a stand-alone 

verification of CTPAT compliance?
■ Have we reviewed the new MSC requirements regarding Agricultural security to ensure 

our process can be defended?
■ Are we up to date with annual security threat awareness training for all of our 

employees?
■ Are we confident that our staff can represent a comprehensive response to CTPAT 

related inquiries?
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What is Terrorism?
The unlawful use or threatened use of force or violence 
by a person or an organized group against people or 
property with the intention of intimidating or coercing 
societies or governments, often for ideological or political 
reasons.
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What are Terrorists trying 
to accomplish?

Through acts of terror, terrorists attempt to cause:

■ FEAR/PANIC

■ DISRUPTION OF SERVICES

■ INTIMIDATION

■ EMBARRASSMENT TO OUR LEADERS

■ MEDIA ATTENTION
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What are Terrorists trying 
to accomplish?

Terrorists try to frighten us into responding to their 
wishes. 

They try to make an impact on us, so we remember their 
message. Terrorists try to create a false perception of the 
extent of their power.  

In most cases, terrorists are trying to make a statement 
for their “cause”.  

They believe their cause is so important that any act is 
justified, including killing any other human being, or even 
themselves.
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WHAT DOES A TERRORIST 
LOOK LIKE? 

Can you identify the terrorists from the pictures below?
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OVERCOME STEREOTYPES
YOU CANNOT IDENTIFY A TERRORIST BY:

■ How a person looks

■ What a person eats

■ Where a person is from

■ What language a person speaks
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What is this training 
designed to accomplish?

■ Understand that the threat of terrorism faces 
everyone, everywhere.

■ Understand the “global supply chain” & how it is a 
vulnerable target for terrorism.

■ Understand how to recognize a “possible” threat to 
security & safety, both in your workplace as well as 
other areas of the global supply chain.

■ Understand what to do if you suspect abnormal or 
unusual activity.
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What is this training 
designed to accomplish?

■ Heighten participant awareness level of terrorism and 
both national and international security and terrorist 
threats.

■ Provide an open forum for questions and comments so 
that we may all gain from each others ideas and 
thoughts on this sensitive security matter.

■ Enable participant to gain sufficient background on 
the issues of national security threats.
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Forwarder/Broker Employer 
Responsibilities

• Establish/Implement security policies, standards and procedures 
at the highest level of the company, as it pertains to security 
threats and security awareness.

• Choose vendors/service providers carefully, holding each 
vendor/service provider to the same security standards.

• Provide a clear mission of these critical policies to employees, 
business partners, customers and vendors…whether domestically 
or abroad.

• Provide examples of supply chain security execution including but 
not limited to ISF management, entry pre-file practices, post entry 
verifications, manifest quantity verifications, seal inspections, 
container inspections and documentation reviews.
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Forwarder/ Broker Additional 
CTPAT Responsibilities

■ Evaluate risks and threats to the company’s global 
supply chain, including the data infrastructure and 
documentation process.

■ Provide Security Threat Awareness Training to its 
employees.

■ Provide re-current Security Training as changes occur 
or as situations warrant.

17



Terrorist organizations may infiltrate 
the US Global Supply Chain

The main threat to national security, when dealing with 
our global supply chain process, is the introduction of 
explosives, dirty bombs or other incendiaries into cargo 
destined for the USA, by a terrorist or terrorist 
organization. 
There are many ways they can achieve this goal…such as 
corruption of the transportation documentation.
Forwarders/Brokers need to hold data access controls 
on a high-risk level and have evidence of implemented 
practices to demonstrate such controls.
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What does CTPAT compliance require?

• CTPAT controls are in place to prevent & identify 
threats from import containers

• Expand controls to domestic containers to 
ensure consistent execution of the requirements

• Eight-Point Container Inspection 
takes place for ALL containers

Security Check 
Point
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CTPAT Minimum Security Criteria

1. Procedural Security 2. Physical Security
Security measures must be in place to ensure the 
integrity & security of processes relevant to the 
transportation, handling, & storage of cargo in the 
supply chain.

• Controls for incoming & outgoing cargo

• Receiving documentation, retention

• Retention of import seals & corresponding 
documentation such as seal reports and 
receiving verification logs

• Notification to law enforcement when breeches of 
security policy are detected

Cargo handling & storage facilities, in domestic & 
foreign locations, must have physical barriers & 
deterrents that guard against unauthorized access.

• Fencing

• Lighting

• Access Control

• Video and video retention

• Security monitoring

• Assigned security management tasks and 
responsibilities to security personnel and staff

• Entry Identification policies

• Exit inspections

• Security alarms systems
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CTPAT Minimum Security Criteria

3. Personnel Security 4. Education, Security Training 
& Threat Awareness

■ Process must be in place to screen prospective 
employees & periodically check current 
employees.

■ Applicant screening process

• Criminal Background checks

• Employment background checks

• Removal of access 

■ A threat awareness program is established & 
maintained by the company to inform personnel 
to recognize & foster awareness of the threat 
posed by terrorists at each point in the supply 
chain.

• Training for management, security officers, 
receivers, & yard drivers

• Education/awareness for all team members
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CTPAT Minimum Security Criteria
5. Site Access Control 6. Container Manifest  

Verification
■ Access control prevents unauthorized entry 

to facilities, controls access for team 
members & visitors, & protect company 
assets.

• Carriers – requirements for all deliveries 
(especially import containers)

• Delivery and pick up drivers must be limited to 
areas of restriction and not allowed in cargo 
storage areas through driver access controls

• Vendors – requirements to not allow access to 
our facilities

• Team Members & Visitors – controls for access 
& identification while on site

■ Ensure the integrity of cargo received from 
abroad, procedures must be in place to 
ensure that information received from 
business partners is reported accurately, 
timely, & exceptions documented.

■ Receiving manifest verification process is 
mandatory to confirm shipment quantities 
and reporting of all shortages or overages

■ Immediate investigation of shortage or 
overages upon discovery

■ Reporting to CBP or law enforcement if not 
resolved internally
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CTPAT Minimum Security Criteria
7. Container Security

■ Container integrity must be maintained to 
protect against the introduction of 
unauthorized material and/or persons.

• Eight-point inspection

• Seal chain of custody

• No unauthorized access to containers

• Agricultural type inspections to ensure there 
is no signs or appearance of infestation or 
rodents at the point of container stuffing 
and unloading

• Access restrictions – change password every 90 
days & system locks after three unsuccessful 
attempts

• Monitoring Internet access 

• Establishing & reviewing access levels

• Temporary access suspension – if an employee is 
on leave, access temporary suspended

• Virus/firewall/tampering prevention – virus 
detection, data encryption, & virus quarantine

• Data back-up & recovery – contingency plan 
to protect IT systems

• Hardware security – controlling work station 
access, password screen saver, & securing server

8. IT Security
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CTPAT Minimum Security Criteria
9. Corporate 
Responsibility

■ The demonstration of senior 
management endorsement of CTPAT 
security execution of MSC

■ Leadership involvement with global 
security enhanced awareness for the 
company

■ Financial commitment to 
implementation of elevated security 
controls

■ Demonstration of support for internal 
CTPAT security committee through 
divisional and business unit 
boundaries

10. Cyber Security

■ The demonstration of commitment to 
prevent hacking and unauthorized 
access to company automated 
systems

■ Written and verifiable SOP’s that 
demonstrate the existence of Cyber 
Security controls in place for US and 
global company personnel with 
systems access

■ Schedule and routine system testing 
to ensure cyber security controls are 
operational and functional capturing 
attempts of unauthorized access.
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Inbound Container Process

■ Proper Inspection
■ Ensure integrity of container & content, no 

obvious signs of tempering
■ Provides documentation
■ BOL, port release documents 
■ Immediately note any signs of damage for 

future investigation 
or follow-up

■Security officer or shipping office obtains 
identification from all inbound drivers & visitors
■Limited Exceptions
■Individual who previously provided 

identification on the same day
■Well known by the security officer with 

previously issued ID on file
■Refer to Site Access Control Post Orders
■Visitors must display identification while on site
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Eight Point Inspection Form
■ Security officers are required to perform container 

inspection for all import containers
■ 360o walk around all arriving import containers
■ Eight-Point Container Inspection form:
■ Ceiling roof**
■ Door condition
■ Floor**
■ Front wall
■ Locking mechanism & hinges
■ Left side and Right side
■ Under carriage
■ Agricultural Security verification for pest, insects 

and rodents
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INBOUND CONTAINER INSPECTION 
PROCEDURES

• Hand held mirrors are used by the security officers to 
expedite the inspection process

• The security officer uses the mirror & 
flashlight when necessary, to inspect the underside of 
each import container

Hand held 
mirror

INBOUND CONTAINER INSPECTION 
PROCEDURES (Continued)

• If the driver does not present documentation (including the 
import seal number) the seal cannot be  verified & is an 
exception

• Warehouse Management must be notified & approve the 
container to be received & then quarantined if necessary

Inbound Container Inspection Procedures
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Latching & Locking Mechanisms Procedures

• Hinges, latches, & locking 
mechanisms:
• Free of defects
• Installed with rivets, NOT bolts 

or screws which can be 
removed and reinstalled

Screws can be removed undetected
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Seal Inspection Procedures

SEAL PROCEDURES (Continued)
• Seals must be intact (not broken or 

showing signs of repair)
• Seals must be properly installed in 

the latching mechanisms to 
prevent the door from opening

• The original seal must remain on 
the container until management 
witnesses the removal at the time 
of de-vanning (unloading)

SEAL PROCEDURES
• Documentation must be received from 

the driver validating the seal number 
actually 
on the container

• Some containers may have multiple seals –
the bolt seal has to match the 
documentation (seals MUST meet PAS ISO 
17712 standards) 



Facility designates an area for quarantined 
containers
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Container Measurement Verification Recommendation

• Security officer verifies no false 
wall 
at the nose of the container

• Using a laser tape measure
• Measures the inside dimensions 

of each outbound import 
container

• Enters exact measurements 
appearing on measuring device 
vs 48’ or 53’ length
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Examples of global supply 
chain suspicious activities

Upon receiving cargo, you notice that there are items 
being received that are not noted on packing slip, bill of 
lading, work order or other documentation pertaining to 
this shipment.
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Yard Lighting & Fence Line Procedures

• Security team monitors yard lighting 
ensuring area adequately covered for 
safety & security line maintained with 
4 - 6’ clear line 
of sight on both sides

• Security reports issues to 
Facilities Manager for remediation 33



Yard Security Procedures

• Security team monitors trailer yards to ensure no 
unauthorized access by anyone including visitors, non-
authorized contractors or drivers

• Advanced notice, if visitor or contractor granted access 
to yard  

• Any exceptions challenged by security team & 
immediately reported to site management 
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CTPAT 2020
■ CBP is moving CTPAT from voluntary compliance to 

mandatory compliance standards
■ Adding new compliance requirements
■ Strengthening current requirements
■ Upping the number of CBP on-site physical inspections that 

will determine if a site meets “validation” requirements   
■ Ensure Company has “end to end” supply chain security 

measures 
■ Demonstration of security controls is essential to the 

retention of CTPAT good standing company 
acknowledgement.
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S U M M A R Y
■ Terrorism personally affects every individual

■ Security, police and the military cannot be 
“everywhere.”  We all must do our share in this effort 
of global security.

■ Heightened awareness communicates confidence that 
we are not “easy targets.” It also increases our chance 
of preventing a serious incident.

■ STAY ALERT (but not Paranoid).  

■ Get to know your delivering carriers.
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